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2. Introduction

This document is an Interface Control Document (ICD).  The base ICD "SEIWG ICD 0100B" is made part of this ICD by reference and should be used during the design of the sensor infrastructure. The base ICD 0100B defines XML interactions that apply to all sensor modalities. This ICD is an extension of ICD 0100B It defines a common messaging standard to be used for design, development and deployment of sensor subsystems as part of an Anti-Terrorism/Force Protection (AT/FP) system.  The goal is comprehensive and effective force protection from threats, specifically terrorist related.  An objective in support of that goal is cross-vendor, AT/FP component interoperation at the message level with minimum integration expense while maximizing AT/FP security system effectiveness. 

To achieve that objective this specification defines a set of eXtensible Markup Language (XML) records, their supporting XML Schemas (XSDs) and related distributed application level protocols.  
XML and related standards are maintained by the World Wide Web Consortium (http://www.w3.org). The major, but not the only, XML specifications referenced within this ICD are:

· The  eXtensible Markup Language (XML) 

· XML Namespaces 

· XML Schema Definition Language (XSDL) 
The infrastructure connecting sensors to the AT/FP security system's IP network is treated as three sets of components. The actual sensor mechanism (1) may be based on any of a large number of technologies both simple and complex. Circuitry (2) referred to as a remote terminal unit (RTU) provides for control of, and reporting from, the sensor mechanism and provides connection to a (3) Programmable Logic Controller (PLC). The sensor-mechanism, RTU and the PLC may be contained within one physical hardware unit or may be contained in two or three different physical hardware units.  Cabling and protocol connections between the sensor-mechanism, RTU and PLC shall be a communication standard recognized by an ANSI accredited Standards Defining Organization (SDO).  The connection between the PLC and the AT/FP Local Area Network (LAN) shall be the Internet Protocol (IP) transmitted over Ethernet.  In this document the facility using the XML interactions herein defined to interact for the sensor(s) with the Command and Control Display Equipment (CCDE) is referred to as the Device Controller (DC). This unit is usually a PLC.  The Access Controller (AC) is the facility fulfilling that function for the CCDE. In the case of the AC this will frequently be a software function of one of the servers comprising the CCDE. In any case the defined XML and related application level protocol define the interaction between the DC and the AC. 
A common set of XML Schemas (XSDs) are referenced by the XML defined in this ICD. These referenced XSDs are defined in the foundation ICD "ICD 0100B" [1]. 

The AT/FP network shall be a switched IP network. 

The following list includes sensor categories that are the focus of this ICD. Sensor technology is growing and changing as new modalities and technologies are developed.  

     ● Balanced Magnetic Switch (BMS)

     ● Fence-mounted

         ● Taut wire sensors,

          ● Electro-mechanical vibration

          ● Coaxial strain-sensitive

          ● Fiber-optic strain-sensitive

     ● Balanced buried pressure sensors, 

     ● Glass breakage detectors

     ● Ultrasonic

     ● Passive Infrared (PIR) 

     ● Microwave

     ● Linear-beam (photoelectric)

     ● Magnetic field (fence mounted or buried)

2.1. Terminolgy overview
[image: image2.bmp]
Figure 1 Basic Terminology
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Figure 2 ICD Interactions between DC and AC
	Term
	Explanation 

	PLC
	Programmable Logic Controller. This is a digital processor with the ability to connect to the IP network. Its primary role is to interact with other IP addressable units as required. 

	RTU
	This is the circuitry that connects the sensor technology to the PLC. 

	Sensor 
	This is the raw sensor technology. A broad range of technologies are used for perimeter intrusion detection.  

	Sensor Communication
	Usually serial connection but may be wireless or even optical.  Transmissions may be digital but are usually analog with conversion to digital taking place between the RTU and PLC. 

	Sensor Environment 
	The point or line of points being monitored for penetration. 

	Supporting IP Network
	The on-base, secured, Internet Protocol (IP) network.


Table 1 Basic Architectural Terminology 

3. Concepts, Architecture, Components and Protocols
3.1. Sensor Environment 
The "sensor environment" (see Figure 1 Basic Terminology)  is the area being monitored for intrusions.  It may be a location within the base or within a perimeter just outside the base. The environment may be at ground level or may be in the air space above or around the base. The sensors that are the focus of this ICD are penetration sensors. Other related ICDs focus on volumetric sensors that monitor areas rather than perimeters and therefore these modalities are not discussed within this ICD. 
3.2. Sensor Communication
The role of sensor communication (see Figure 1 Basic Terminology) is the collection of sensor signals so that they may be properly transmitted, by the DC/PLC, to those authorized computing devices that consume this data and to provide a means of moving command and control data to the appropriate sensors.  
Sensor communication will usually be a form of serial communication such as TIA/EIA-485-A. This and other serial standards usually referred to as RS-485, RS-422, RS-423 or RS-232 were created by the Electronic Industry Alliance (EIA) in association with the Telecommunication Industry Association (TIA). Both EIA and TIA are accredited by American National Standards Institutes (ANSI). However sensor communication is not limited to any one particular technology and may include optical or wireless links.  All non IP communication shall conform to a standard defined by a Standard Defining Organization accredited by ANSI or other USA authority.  

3.3. Supporting IP Network
The Internet Protocol (IP) (see Figure 1 Basic Terminology) supporting network is the means by which XML transactions defined within this ICD shall be moved between servers such as the Command and Control Display Equipment (CCDE) and the DC/PLC supporting a particular sensor. 
Many IP based protocols may be used by both sensor’s DC/PLCs and other servers of the AT/FP security system. Both the Transmission Control Protocol (TCP) and the User Datagram Protocol (UDP) may be used. The use of UDP requires application level acknowledgements to ensure successful transmission completion. 
3.4. Sensor 
The term "sensor" may be used in three ways. 

1. As used in this ICD, the term "sensor" may refer to just the sensor technology. 
2. It may also refer to the combination of sensor technology and additional circuitry (the RTU) that connects to the "Sensor Communication" media, usually via a serial cable.
3. The term "sensor" may also designate a single hardware package containing the PLC acting as the DC, the RTU and the sensor technology. 
Microprocessor chips called System on a Chip (SOCs) are now being used to create PLCs that are small enough so that building them into the sensor along with the RTU is common.  These IP ready sensor packages simply plug into the IP network.  The distinction between DC, PLC, RTU and sensor is thus a functional or role separation and may or may not represent a physical separation. 
3.5. RTU 

The Remote Terminal Unit (RTU) (see Figure 1 Basic Terminology) is a term used within the Industrial Automation Industry to denote the circuitry that along with other functions connects sensor and actuator mechanisms to some communication media. This ICD will not further define the RTU, as its specific function is not only unique to the sensor category but is unique to a specific manufacture.  
3.6. PLC

The Programmable Logic Controller (PLC) (see Figure 1 Basic Terminology) is an IP capable, digital computing device. More than one of these may be used to create a complete path between the sensor and networked servers such as the CCDE. Whether in a separate hardware package or built into the sensor the PLC (DC) is the unit that connects the sensor or sensors to the IP network. The manufacturer of the sensor products may use one PLC or a hierarchy of PLCs to connect one or more sensors to the IP network and thereby to the CCDE and other AT/FP servers.  It is the Device Controller (DC) that connects the combination of other PLCs, RTUs and sensor mechanisms to the AT/FP IP network. A compound sensor may consist of a number of sensor mechanisms, RTUs and PLCs. 

3.7. DC

The Device Controller (DC) is the facility that sends, receives and interprets the XML transmissions defined by this ICD, for the sensor package. It is usually a Programmable Logic Controller (PLC). It may be built into the sensor hardware package (RTU and sensor mechanism) or may be a separate hardware unit.  Some complex RTUs provide the functionality of the PLC and thus the DC. 
3.8. AC

The Annunciator Controller (AC) is the facility that receives and interprets the XML transmissions defined by this ICD, for the CCDE. It may be a hardware unit distinct from the set of CCDE equipment or it may be a software function of the hardware comprising the CCDE. 
3.9. CCDE and Other Servers 
The Command and Control Display Equipment (CCDE) and other authorized servers interact with sensors via the IP network and appropriate DC/PLC/RTU combinations.  
3.10. XML Record 

An XML record contains the names of the data items (meta data) and the values of the data items. In this way the XML record is self defining in that a person or an application can understand and process the data values to the extent that a common understanding of the definitions associated with the meta data names exists between the originator and recipient of the XML record. 

3.11. XML Namespace

In order to create the above mentioned common understanding of defined meta data names the concept of  "XML namespace" is used.  In order to ensure that different namespaces will not be confused with each other the identity of the namespace must be expressed as a unique name. For this reason an Internationalized Resource Identifier (IRI)
 is used as a namespace identifying name. The IRI is guaranteed to be unique because it contains a proprietary, registered Internet domain name.  All application programmers then understand that an XML record related to the namespace identified by that unique IRI were composed using that common set of meta data definitions.  The IRI does not necessarily provide a location for a file. 
3.12. XML Schema

An XML Schema Definition (XSD) is an XML document created in the XML Schema Definition Language (XSDL). It may contain data fields related to, and defined within one or more XML namespaces. One of these namespaces is the default namespace for that XSD and therefore does not require an identifying prefix within that document. The XSD provides structure in that namespace defined data fields may be organized into named groups and required to occur in a given sequence. The value of data fields may be required to meet XSD specified validity requirements. 

Each XML message shall consist of a data structure that is compliant with one or more of these XML Schema Definition files (XSD files). 

3.13. XML Interactions 

The defined XML records are used for network interactions between programmable logic controllers (PLCs) referred to as Device Controllers (DCs) servicing intrusion detection sensors and other components of the physical security infrastructure. These other components are primarily monitors and control units called Command and Control Display Equipment (CCDE). The Command and Control Display Equipment (CCDE) is the central control system of an Anti-Terrorism/Force Protection (AT/FP) security system.  Additional AT/FP components interacting with the sensor infrastructure include historical archives, mobile AT/FP response vehicles, backup CCDE centers, the DCs/PLCs of other sensors, and wireless hand-held devices carried by physical-security incident response personnel. 
This ICD specification addresses the sensor category “Line of Sensors”, intrusion detection sensors. A sensor in this category can be in two major states. The first major state is “no intrusion detected” and the second major state is “intrusion event detected”. 

Many technologies are used to fulfill this penetration detection role. The simplest might be a mercury switch attached to a gate or door. Other modalities might include long range, motion detection devices implemented as RADAR, Infrared (IR), or video.  Note that these more complex sensors are certainly not simple penetration detection devices but may still detect penetrations and report them. For example a long fence line may be “watched” by a motion detection video system which in that regard is acting as a simple penetration sensor.  
4. Installation, SETUP AND Configuration

4.1. DC/PLC (Sensor) Configuration

The focus of this ICD is the XML interactions between the DC/PLC/RTU/SENSOR units and all other authorized AT/FP network units. A DC exists in the sequence of devices between the sensor and the CCDE. This DC generates the XML format and manages the interaction and sensor state reporting. 
Each DC shall contain data item values indicating specific locations of each attached sensor segment or device. The location data, UTM, MGRS, GPS or building/landmark references stored within the DCs need to be in accord across sensors and CCDEs. This is required so that a sensor with image capture capabilities may be directed by a simple penetration sensor to focus on a specified location, thus capturing the image data for assessment. This can happen much faster over the network than it would if a human operator was in the loop. 

The IEC-61131-3 standard for PLC programming shall be used to develop DC application program code for portability of programs between DCs.  

Each DC shall be a member of one or more Vans. A VLAN simulates a single broadcast (the Ethernet meaning of the word broadcast) domain.  Local multicast addresses are limited to such a domain.  

Image sensors and two-state sensors that cover overlapping areas shall have their MRGS location information as stored within the sensor's DC brought into concordance. By this is meant that when a two-state sensor reports an event for a one square meter area that the MGRS settings in the image sensor when given the two-state sensor’s MGRS setting will identify the same single square meter. The coordinate system settings of the two sensors must agree

The IEC-61131-3 standard for PLC programming provides for portability of programs between PLCs. This is an ideal way for a single unit of code (programming) defining location related processing to be common across a number, or perhaps all, of the DCs.  DCs shall be compliant with IEC-61131-3. 
4.2. Network Configuration
The IP network including VLANs must be configured to provide congestion free, reliable communication at peak loads brought about by high traffic rates during security events. 
5. Target Classification

The scope of this ICD is broadly based on any sensor modality that can detect a presence and thus signal an alarm event. Sensors of this type may be focused on personnel, ground vehicles or even on air-space penetration. The role of sensors within this ICD is to trigger other sensor or assessment activity.  Targets are likely all short range. That is, this class of sensor is not meant to detect vehicles or personnel at significant range beyond the perimeter of the base.  
More complex sensors dealing with image at a longer range are not the focus of this ICD but such sensors may have a motion detection capability that allows them to act like a simple penetration sensor, even though their main role as defined in other ICDs is volumetric monitoring and image capture. 
6. XML Data Items for Line of SENSORS 
The basic ICD 0100B [1] has been designed to provide a general foundation for XML communication between the Command and Control Display Equipment (CCDE) and the Sensor control units, referred to as "DCs" within this document.  Most of the XML constructs required by the sensors defined in this ICD have already been defined in the Schemas for ICD 0100B. Rather than duplicate these definition this ICD builds on them to meet the needs for LineOfSensors ICD-001. This was done by adding additional data items not by changing any. 
6.1. Landmarks and Building Names
The XML data items defined for the sensors in this ICD includes location items such as UTM, MGRS and GPS. These enable precise location of the area monitored by the sensor and thus the location of the penetration event. These reported locations are coordinated (orientation, scale and position) with the geospatial display layers stored in the geo-database (GeoBase) of the CCDE.  

These XML records shall include with the location information mentioned above, building and landmark names which shall have immediate meaning to mobile responders who may not have devices able to quickly convert UTM or other location identities into an appropriate display. These landmark and building related data items shall contain the common and meaningful names familiar to the security personnel of the base. 
6.2. Dynamic Configuration 
The role of the Line of Sensors is to raise an event (alarm) within the AT/FP security system. The hardware, network, software, policies and personnel comprising the AT/FP security system combine this event with situational awareness and react accordingly.  Some sensors including EMI or RFI field sensors with configurable sensitivity shall be able to expose that setting to the CCDE operators. During periods of heightened intrusion potential the Force Protection personnel may want to increase the sensitivity for certain segments of the base perimeter. This is possible only if the CCDE operator has the ability to change the sensitivity setting for selected sensors. A change to a higher sensitivity setting increases the likelihood of detection.  Whether the AT/FP personnel will want to increase the sensitivity will depend on their understanding of the sensitivity model for that particular set of sensors (see Figure 3 Variable Sensitivity Sensor Settings)
6.2.1. False Positives and false negatives. 
[image: image3.bmp]When set to their most sensitive a number of intrusion events may be signaled when in fact no real event has occurred. These are labeled in Figure 3 as False Positives.  Not detecting an intrusion when in fact one has occurred within the scope of that sensor is labeled as a False Negative within Figure 3. 

The absolute number of false readings at the cross-over point where false-negatives are equal to false-positives may be lower or higher than other sensors that differ in the specific technology used or in their manufacture. 

Figure 3 Variable Sensitivity Sensor Settings
During normal operation a compromise configuration setting frequently near the cross-over point is used.  
In the XML SCHEMAS contained in this ICD fields have been defined to accomplish dynamic sensitivity control and maintain CCDE operator’s awareness of current sensitivity settings. By maintaining these settings in the sensor or related DC rather than in a data file or manual stored with the CCDE, a maintenance and concordance issue is avoided.  All sensors that have variable sensitivity settings shall provide for the rapid changing of this setting by CCDE operators. Such rapid sensitivity setting shall not require any information other than that contained in the DC and easily displayed by the CCDE operator. 
7. Issues, Contingencies and futures 

This “Issues, Contingencies and Futures” section defines topics that are not required. It defines issues and potentials that may be part of the future of high performance, physical-security, information technology, infrastructures.  
The industrial control and automation (ICA) industry is focusing on a broad set of initiatives related to distributed sensors and actuators.  Very small hardware units that incorporate RTU and PLC functionality are already available. These units are programmed using a standard (IEC-61131-3) that enables program code developed on one PLC/RTU to be used on another without reprogramming. This high degree of portability, low cost and small size factor enable very rapid deployment of low cost sensors. The ICA industry is moving toward adoption and expansion of existing "enterprise bus"
 de facto standards such as the Supervisory Control and Data Acquisition (SCADA) protocol. 

Hardware products that are Commercial Off-the-Shelf (COTS) combinations of PLC (the DC ) and standardized RTUs are being marketed. These use IEC 61131-3 and are available in wireless versions. 

The benefits of an industrial bus standard and hardware level plug and play using PLC/RTU combination units that are compatible with both Ethernet and serial cabling are significant reductions in first year costs. Additional benefits accrue due to programming standards such as IEC-61131-3 reducing the complexity and cost of distributed system development. Enhanced plug and play flexibility support the constant growth and change that is common for systems such as an AT/FP system. 

Infrastructure Design Consideration 

1. Cabling Costs The RTU and sensor technology should plug into the IP based network as close to the sensor as possible. This keeps sensor communication infrastructure cost down. 

2. Sensor Power The IP network should be fiber to the DC/PLC but may be UTP to the RTU.  For many RTU/Sensor combinations power can be delivered from the DC/PLC over the copper data line [15]. This eliminates the cost of bringing power to the sensor. 

3. Standard DC Programming DC/PLC programming should be made compliant with IEC 61131-3 so that DC/PLCs become a commodity rather than a special purchase, thus reducing costs, among other benefits.

4. Using COTS PLCs If the sensor mechanism is compatible with a standard DC/PLC/RTU COTS product then the COTS product should be used. This means the sensor can be upgraded without changing any wiring or programming. 

Figure 4 DDS as Sensor/Actuator Bus
5. Sensor/Actuator AT/FP Bus The Object Management Group (OMG) has a task group working on the specification of the "Future DDS Protocol". This is the part of the DDS standard that is currently not specified and must be implemented for each instance of a DDS implementation. Many efforts related to making IP Multicast reliable are current under way.[16] IP Multicasting is used as a supporting component of the DDS standard. When combined with redundant paths across a switched IP local area network using MPLS, DDS provides for a cost effective, highly secure, self-healing AT/FP sensor bus supporting sensor actuator plug and play. 

6. Security The broad use of Subscriber Identification Modules (SIMs) for Mobile telephone authorization and authentication security has reduced the costs of these modeules. The module is about the size of a thumb nail. It contains the private component of a public key pair (PKI). Device Controllers (DCs) that contain such a microchip are able to create digital signatures as a component of a “heart-beat” transmission (XML status report) indicating the availability and proper functioning of the sensors. If the public key portion of the PKI key pair of that DC is use to define the IPv6 address of the DC then many of the network vulnerabilities associated with IP networks are made extreamly more difficult for any poetnetial security breacher. 
7. IPv6 IPv6 unicast addresses provide 64 bits for routing which includes a 16 bit site sub-networks field. This provides 65,536 possible sub-networks at any given IPv6 site. Very few bases will require 65,536 distinct IP local area networks (LANs). As an example, let’s say that eighteen of these sub networks are assigned to sensors and actuators. 

	
	High Data 
Volume
	Intermediate Data
Volume
	Low Data 
Volume

	High
Priority
	  1. To-CCDE   
10. To-SENSOR
	  2. To-CCDE

11. To-SENSOR
	  3. To-CCDE
12. To-SENSOR

	Intermediate
Priority
	  4. To-CCDE
13. To-SENSOR
	  5. To-CCDE
14. To-SENSOR
	  6. To-CCDE
15. To-SENSOR

	Low Priority
	  7. To-CCDE
16. To-SENSOR
	  8. To-CCDE
17. To-SENSOR
	  9. To-CCDE
18. To-SENSOR


Table 2 IPv6 Addressing 

This arrangement provides 18 logical networks that are then mapped to a physical IP switched network. This arrangement provides for a great deal of control and redundancy of the local network infrastructure. Each one of these eighteen sub networks may contain up to 264 different host IP addresses. This is 18,446,744,073,709,600,000 distinct devices on that AT/FP sub network. The value of this part of the IPv6 network address is generated by using the public key of a key pair assigned to that device. This ties the IPv6 address to a digital signature generated by the device controller and thus significantly enhances the security of the on-base IP network. This technique is called “Cryptographically Generated Addresses” (CGA).

The physical IP switched network
 may provide multiple physical paths connecting sensor or actuator to the CCDEs of the base. More than one CCDE may exist and one or more of these may be mobile. The assigning of the pre-established, logical IPv6 sub-networks to the physical IPv6 paths can be moved from the hands of details network technologists to the hands of CCDE security personnel through the use of Multiple Protocol Label Switching (MPLS). 
8. The logical structuring of the sensor/actuator network as above provides a means of using Multiple Protocol Label Switching (MPLS) as a means to delegate network control to the security operations staff. For example multiple paths across the IP switches comprising the AT/FP sensor/actuator network can be assigned to one or more of the eighteen communication requirements in the table above through selection at the CCDE. The details are handled by an edge router and need not be visible to the security operator. They are set up as named contingencies by the network designers, and are invoked by security personnel without the need to train such personnel in the details of network management. 

7.1. Push/Pull
Both modes are supported. If UDP is used the sending application is responsible for ensuring that the User Data Gram was acknowledged by the recipient. If the Transmission Control Protocol (TCP) is used then TCP will ensure successful delivery.
8. Data Model and Application Level Protocol  
A number of XML Schemas (XSD) defined as the ICD 0100B are used within this ICD (LineOfSensors ICD-001).  These are: 

1. BasicTypes.xsd

2. CommandMessage.xsd

3. DeviceConfiguration.xsd

4. DeviceDetectionReport.xsd

5. DeviceInitialization.xsd

6. DeviceStatusReport.xsd

7. SubscriptionConfiguration.xsd

The TrackReport from ICD 0100B has not been used within this ICD. All required data items for LineOfSensors ICD-001 have been added to the above seven Schemas.  While a video camera may use motion-detection to monitor a long fence line and in that case is acting as a penetration detection line this ICD is not focused on such image based sensors. Such a video sensor may pass off the contact to other camera sensors as the target (person who climbed over the fence) moves beyond the initial detecting camera’s range in order to “track” that penetration target. This ICD does not attempt to track targets.  
8.1. Data Model
The following data model items have been added to the ICD-0100B model for simple sensor support. All other data item components of ICD-0100B are either used as originally intended or are not used at all. None of the original ICD-0100B data model items have been modified. 
	Element/Attribute
	Type
	Occurrence
	Purpose

	SensorCategory
	xs:string
	Mandatory
	Identifies Modality

	SegmentDesignationID
	xs:string
	Mandatory
	ID for sub-device i.e. segment of a sensor

	SensorSegmentType
	xs:string
	Mandatory
	Type of segment: 

	LinearRunDistanceMeters
	xs:positiveInteger
	Mandatory
	For linear Sensor – size in meters

	BuildingIdentity
	xs:string
	Mandatory
	Name of building

	FloorOfBuilding
	xs:string
	Mandatory
	Identity of floor

	LocationModifier
	xs:string
	Mandatory
	Reference to part of the building 

	LandmarkIdentity
	xs:string
	Mandatory
	Name of Landmark

	directionfromlandmark
	xs:string
	Mandatory
	direction from landmark

	numberofmetersdistance
	xs:positiveInteger
	Mandatory
	Distance from landmark in meters

	SensorState
	
	Mandatory
	Sensitivity Model 

	
	Name
	xs:string
	Mandatory
	Setting ID

	
	StandardSetting
	xs:string
	Mandatory
	Default Setting

	
	WarningSetting
	xs:string
	Mandatory
	Heightened Sensitivity

	
	SevereSetting
	xs:string
	Mandatory
	Higher Sensitivity

	
	CriticalSetting
	xs:string
	Mandatory
	Highest Setting

	
	CurrentSetting
	xs:string
	Mandatory
	Current Sensitivity setting

	
	WarningFalseEvents
	xs:string
	Mandatory
	Characterization of expectation for false events

	
	SevereFalseEvents
	xs:string
	Mandatory
	Characterization of expectation for false events

	
	CriticalFalseEvents
	xs:string
	Mandatory
	Characterization of expectation for false events

	The three "Characterization of expectation for false events" items above correspond to the sensitivity settings also listed above. Warning, Severe and Critical are the three sensitivity settings in increasing order and give rise to a different expectation for false events. The XML Schema establishes expectation strings such as sensitivity to wind or to traffic. In such cases a CCDE operator would not increase the sensitivity of a sensor that is sensitive to wind when the wind is currently at a high mile per hour rate because he or she would then expect many false alarms.  The same is true for traffic sensitivity. However in a heightened alert state a CCDE operator would increase a sensor's level of sensitivity even though the sensor was susceptible to false alarms due to authorized foot traffic in the area, especially in evening hours when authorized foot traffic is expected to be very light.  The purpose for these settings is to provide quick access to relevant information so that the CCDE operator may make adjustments during an event that may not allow for looking up the information prior to making an adjustment.


Table 3 Data Model for Line of Sensors ICD 

8.2. Initialization 

8.2.1. Sensor is powered up at the Sensor 

In this case the sensor initiates interaction by transmitting initialization and configuration settings. The CCDE responds with updated initialization and configuration settings or indicated agreement. 
Any fault or failure detected in the self test are reported. 
These are unicast interactions by IP address.  The first receive-first response protocol rule is used for any unicast interactions in order to determine concurrence on such items as the ICD version number that will be used by both sender and receiver. 
These interactions can be handled as TCP or UDP. If UDP is used then both sides of the protocol interactions must transmit IP level (not XML level) acknowledgements of receipt of the XML transmissions. Both sides need to keep track of the outstanding Requests they have made and how many have been received. 
Unicast interactions may be push, pull or both modes may be used. 

8.2.2. CCDE Requests a Report 
The CCDE using a Unicast XML Command (request) shall be responded to by the sensor with the appropriate response depending on the request. 
8.2.3. Sensor Parameter Setting 
The generalized ability to set a list of named parameters that was developed within the ICD -0100B as a base ICD on which to build has been carried over into this Line of Sensors ICD 001.  The many types of potential Line of sensors may have specific parameters set using that capability. 
<?xml version="1.0" encoding="UTF-8"?>
<!--Sample XML file generated by XMLSPY v5 rel. 2 U (http://www.xmlspy.com)-->
<ConfigurationSetting xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation=" ExtendedDeviceInitialization.XSD" Name="String" Units="String" MinimumValue="String" MaximumValue="String" CurrentValue="String" ReadOnly="1"/>
Two additional forms of location have been added to those already available within ICD 0100B. These are:
1. Building Identity

2. Landmark Identity 
These are common names for known buildings and landmarks. For" building" mode two additional data items have been added. One is the "FloorOfBuildin" which is a character string rather than a number. The second is a "locationmodifier" which is a meaningful term such as "front door of building". These data fields can be used separately or together. The MGRS location data items shall also be used. 
The Landmark identity also has two modifying data items. One is"DirectionFromLandMark" and the other is "numberofmetersdistance". This combination allows a mobile security responder to receive an alarm that clearly displays on a small handheld device Intrusion detected (15 meters "northwest" of "end of runway 5"). 
<?xml version="1.0" encoding="UTF-8"?>
<!--Sample XML file generated by XMLSPY v5 rel. 2 U (http://www.xmlspy.com)-->
<BuildingLocation xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation=" ExtendedDeviceInitialization.XSD">

<BuildingIdentity>String</BuildingIdentity>

<FloorOfBuilding>String</FloorOfBuilding>

<LocationModifier>String</LocationModifier>
</BuildingLocation>
The device identity data fields defined within ICD-0100B are used within LineOfSensors ICD-001.  However because sensors such as those that are the focus of this Line of sensors ICD frequently have multiple segments or sub-devices the sensor identification data items of the ICD 0100B have been extended to include a segment ID, a segment name and a linear run distance in meters. This allows a fence related sensor segment to be fully identified. All the details for a given sensor defined within ICD-0100B are used within this LineOfSensors ICD-001.  These include serial number, device type, and version identifier. 
The negotiated ICD-version identity capability is also carried over from ICD-0100B as well as the IP address and port data items. 
The device category defined in ICD-0100B contained a defined value of "SENSOR". This was not explicit enough so an additional sub-category for sensors was created.  This category applies to the Two-State and Line-of-Sensor ICDs. 


</xs:simpleType>

<xs:simpleType name="SensorCategoryType">


<xs:annotation>



<xs:documentation>Categories/classes of sensors.</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:string">



<xs:enumeration value=" Balanced Magnetic Switch "/>



<xs:enumeration value=" Taut wire sensors "/>



<xs:enumeration value=" Electro-mechanical vibration "/>



<xs:enumeration value=" Coaxial strain-sensitive "/>



<xs:enumeration value=" Fiber-optic strain-sensitive "/>



<xs:enumeration value=" Balanced buried pressure sensors "/>



<xs:enumeration value=" Communication Device"/>



<xs:enumeration value=" glass breakage detectors "/>



<xs:enumeration value=" ultrasonic "/>



<xs:enumeration value=" Passive Infrared (PIR) "/>



<xs:enumeration value=" Microwave "/>



<xs:enumeration value=" Linear-beam (photoelectric)"/>



<xs:enumeration value=" Magnetic field (fence mounted or buried)"/>



<xs:enumeration value=" Other"/>


</xs:restriction>

</xs:simpleType>
<?xml version="1.0" encoding="UTF-8"?>
<!--Sample XML file generated by XMLSPY v5 rel. 2 U (http://www.xmlspy.com)-->
<DeviceInitialization xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation=" ExtendedDeviceInitialization.XSD" MessageCategory="Report" RequestId="String" Status="OK">

<DeviceIdentification>


<Mode>Exercise</Mode>


<DeviceName>String</DeviceName>


<DeviceCategory>Access Control Device</DeviceCategory>


<SensorCategory> Balanced Magnetic Switch </SensorCategory>


<SubSensorSegmentID>



<SegmentDesignationID>String</SegmentDesignationID>



<SensorSegmentTypeName>PointSensor</SensorSegmentTypeName>



<LinearRunDistanceMeters>2</LinearRunDistanceMeters>


</SubSensorSegmentID>


<DeviceType>String</DeviceType>


<OEM>String</OEM>


<Model>String</Model>


<SerialNumber>String</SerialNumber>


<Base>String</Base>


<Sector>String</Sector>


<SoftwareVersion>String</SoftwareVersion>


<HostName>String</HostName>


<IPAddress>String</IPAddress>


<Port>1</Port>

</DeviceIdentification>

<ICDVersion>ICD-002</ICDVersion>

<ServerIdentification>


<Mode>Exercise</Mode>


<DeviceName>String</DeviceName>


<DeviceCategory>Access Control Device</DeviceCategory>


<SensorCategory> Balanced Magnetic Switch </SensorCategory>


<SubSensorSegmentID>



<SegmentDesignationID>String</SegmentDesignationID>



<SensorSegmentTypeName>PointSensor</SensorSegmentTypeName>



<LinearRunDistanceMeters>2</LinearRunDistanceMeters>


</SubSensorSegmentID>


<DeviceType>String</DeviceType>


<OEM>String</OEM>


<Model>String</Model>


<SerialNumber>String</SerialNumber>


<Base>String</Base>


<Sector>String</Sector>


<SoftwareVersion>String</SoftwareVersion>


<HostName>String</HostName>


<IPAddress>String</IPAddress>


<Port>1</Port>

</ServerIdentification>
</DeviceInitialization>
<?xml version="1.0" encoding="UTF-8"?>
<!--Sample XML file generated by XMLSPY v5 rel. 2 U (http://www.xmlspy.com)-->
<LandMarkLocation xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation=" ExtendedDeviceInitialization.XSD">

<LandMarkIdentity>String</LandMarkIdentity>

<RelativeLandMarkLocation>


<directionfromlandmark>north</directionfromlandmark>


<numberofmetersdistance>2</numberofmetersdistance>

</RelativeLandMarkLocation>
</LandMarkLocation>
<?xml version="1.0" encoding="UTF-8"?>
<!--Sample XML file generated by XMLSPY v5 rel. 2 U (http://www.xmlspy.com)-->
<UpdateTime xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation=" ExtendedDeviceInitialization.XSD" Zone="GMT">2001-12-17T09:30:47-05:00</UpdateTime>
8.3. Command Message 

The LineOfSensors ICD-001 has carried over the command message protocol from ICD-0100B. The content has been extended with additional data items but otherwise it is the same. 
Changes made to ICD-0100B to facilitate LineOfSensors ICD-001 were all accomplished by adding data items in such a way that all existing features of ICD-0100B are unaffected. Thus all of the features of ICD-0100B are available to LineOfSensors ICD-001.  Those sections of ICD-0100B that are not required do not interfere with the operation or use of LineOfSensors ICD-001.  
<?xml version="1.0" encoding="UTF-8"?>
<!--Sample XML file generated by XMLSPY v5 rel. 2 U (http://www.xmlspy.com)-->
<CommandMessage xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation=" ExtendedCommandMessage.XSD" MessageCategory="Report" RequestId="String" Status="OK" ErrorSeverity="Critical" Details="String">

<DeviceIdentification>


<Mode>Exercise</Mode>


<DeviceName>String</DeviceName>


<DeviceCategory>Access Control Device</DeviceCategory>


<SensorCategory> Balanced Magnetic Switch </SensorCategory>


<SubSensorSegmentID>



<SegmentDesignationID>String</SegmentDesignationID>



<SensorSegmentTypeName>PointSensor</SensorSegmentTypeName>



<LinearRunDistanceMeters>2</LinearRunDistanceMeters>


</SubSensorSegmentID>


<DeviceType>String</DeviceType>


<OEM>String</OEM>


<Model>String</Model>


<SerialNumber>String</SerialNumber>


<Base>String</Base>


<Sector>String</Sector>


<SoftwareVersion>String</SoftwareVersion>


<HostName>String</HostName>


<IPAddress>String</IPAddress>


<Port>1</Port>

</DeviceIdentification>

<RequestorIdentification>


<Mode>Exercise</Mode>


<DeviceName>String</DeviceName>


<DeviceCategory>Access Control Device</DeviceCategory>


<SensorCategory> Balanced Magnetic Switch </SensorCategory>


<SubSensorSegmentID>



<SegmentDesignationID>String</SegmentDesignationID>



<SensorSegmentTypeName>PointSensor</SensorSegmentTypeName>



<LinearRunDistanceMeters>2</LinearRunDistanceMeters>


</SubSensorSegmentID>


<DeviceType>String</DeviceType>


<OEM>String</OEM>


<Model>String</Model>


<SerialNumber>String</SerialNumber>


<Base>String</Base>


<Sector>String</Sector>


<SoftwareVersion>String</SoftwareVersion>


<HostName>String</HostName>


<IPAddress>String</IPAddress>


<Port>1</Port>

</RequestorIdentification>

<Command>


<SimpleCommand>Access</SimpleCommand>

</Command>
</CommandMessage>
8.4. Device Configuration

Device configuration reports may be requested by the CCDE or generated by the sensor when indicated by schedule, fault or failure. In addition the CCDE may update the configuration by sending a configuration report.  
<?xml version="1.0" encoding="UTF-8"?>
<!--Sample XML file generated by XMLSPY v5 rel. 2 U (http://www.xmlspy.com)-->
<DeviceConfiguration xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation=" ExtendedCommandMessage.XSD" MessageCategory="Report" RequestId="String" Status="OK" ErrorSeverity="Critical" Details="String">

<DeviceIdentification>


<Mode>Exercise</Mode>


<DeviceName>String</DeviceName>


<DeviceCategory>Sensor</DeviceCategory>


<SensorCategory> Balanced Magnetic Switch </SensorCategory>


<SubSensorSegmentID>



<SegmentDesignationID>String</SegmentDesignationID>



<SensorSegmentTypeName>PointSensor</SensorSegmentTypeName>



<LinearRunDistanceMeters>2</LinearRunDistanceMeters>


</SubSensorSegmentID>


<DeviceType>String</DeviceType>


<OEM>String</OEM>


<Model>String</Model>


<SerialNumber>String</SerialNumber>


<Base>String</Base>


<Sector>String</Sector>


<SoftwareVersion>String</SoftwareVersion>


<HostName>String</HostName>


<IPAddress>String</IPAddress>


<Port>1</Port>

</DeviceIdentification>

<RequestorIdentification>


<Mode>Exercise</Mode>


<DeviceName>String</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<SensorCategory> None </SensorCategory>


<SubSensorSegmentID>



<SegmentDesignationID>String</SegmentDesignationID>



<SensorSegmentTypeName>PointSensor</SensorSegmentTypeName>



<LinearRunDistanceMeters>2</LinearRunDistanceMeters>


</SubSensorSegmentID>


<DeviceType>String</DeviceType>


<OEM>String</OEM>


<Model>String</Model>


<SerialNumber>String</SerialNumber>


<Base>String</Base>


<Sector>String</Sector>


<SoftwareVersion>String</SoftwareVersion>


<HostName>String</HostName>


<IPAddress>String</IPAddress>


<Port>1</Port>

</RequestorIdentification>

<SensitivityConfiguration>


<Name>String</Name>


<StandardSetting>String</StandardSetting>


<WarningSetting>String</WarningSetting>


<SevereSetting>String</SevereSetting>


<CriticalSetting>String</CriticalSetting>


<MaximumValue>String</MaximumValue>


<CurrentValue>String</CurrentValue>


<WarningFalseEvents>Minimal</WarningFalseEvents>


<SevereFalseEvents>Minimal</SevereFalseEvents>


<CriticalFalseEvents>Minimal</CriticalFalseEvents>

</SensitivityConfiguration>

<ConfigurationSetting Name="String" Units="String" MinimumValue="String" MaximumValue="String" CurrentValue="String" ReadOnly="1"/>

<ConfigurationOptionBlock Name="String" Units="String" ReadOnly="1">


<ConfigurationOption Name="String" Option="String" Selected="1" Units="String" ReadOnly="1"/>

</ConfigurationOptionBlock>

<ConfigurationOption Name="String" Option="String" Selected="1" Units="String" ReadOnly="1"/>

<PresetConfiguration CommandMode="Create">


<Preset Id="1">



<Description>String</Description>



<ConfigurationSetting Name="String" Units="String" MinimumValue="String" MaximumValue="String" CurrentValue="String" ReadOnly="1"/>



<ConfigurationOptionBlock Name="String" Units="String" ReadOnly="1">




<ConfigurationOption Name="String" Option="String" Selected="1" Units="String" ReadOnly="1"/>



</ConfigurationOptionBlock>



<ConfigurationOption Name="String" Option="String" Selected="1" Units="String" ReadOnly="1"/>


</Preset>

</PresetConfiguration>

<ZoneConfiguration CommandMode="Create">


<Zone Type="Defended" Id="String" Enabled="1">



<Name>String</Name>



<Polygon>




<LocationType>





<GeodeticLocation Datum="WGS84">






<Latitude Units="Decimal Degrees">90.0</Latitude>






<Longitude Units="Decimal Degrees">-180.0</Longitude>






<Altitude Units="Meters" MinimumValue=" 999" MaximumValue=" 999" Reference="AGL"> 999</Altitude>





</GeodeticLocation>





<EllipseUncertainty>






<MajorAxisLength_XY Units="Meters" MinimumValue=" 999" MaximumValue=" 999"> 999</MajorAxisLength_XY>






<MinorAxisLength_XY Units="Meters" MinimumValue=" 999" MaximumValue=" 999"> 999</MinorAxisLength_XY>






<MajorAxisAzimuth_XY Units="Degrees" MinimumValue=" 999" MaximumValue=" 999">6400.0</MajorAxisAzimuth_XY>





</EllipseUncertainty>




</LocationType>




<LocationType>





<GeodeticLocation Datum="WGS84">






<Latitude Units="Decimal Degrees">90.0</Latitude>






<Longitude Units="Decimal Degrees">-180.0</Longitude>






<Altitude Units="Meters" MinimumValue=" 999" MaximumValue=" 999" Reference="AGL"> 999</Altitude>





</GeodeticLocation>





<EllipseUncertainty>






<MajorAxisLength_XY Units="Meters" MinimumValue=" 999" MaximumValue=" 999"> 999</MajorAxisLength_XY>






<MinorAxisLength_XY Units="Meters" MinimumValue=" 999" MaximumValue=" 999"> 999</MinorAxisLength_XY>






<MajorAxisAzimuth_XY Units="Degrees" MinimumValue=" 999" MaximumValue=" 999">6400.0</MajorAxisAzimuth_XY>





</EllipseUncertainty>




</LocationType>




<LocationType>





<GeodeticLocation Datum="WGS84">






<Latitude Units="Decimal Degrees">90.0</Latitude>






<Longitude Units="Decimal Degrees">-180.0</Longitude>






<Altitude Units="Meters" MinimumValue=" 999" MaximumValue=" 999" Reference="AGL"> 999</Altitude>





</GeodeticLocation>





<EllipseUncertainty>






<MajorAxisLength_XY Units="Meters" MinimumValue=" 999" MaximumValue=" 999"> 999</MajorAxisLength_XY>






<MinorAxisLength_XY Units="Meters" MinimumValue=" 999" MaximumValue=" 999"> 999</MinorAxisLength_XY>






<MajorAxisAzimuth_XY Units="Degrees" MinimumValue=" 999" MaximumValue=" 999">6400.0</MajorAxisAzimuth_XY>





</EllipseUncertainty>




</LocationType>



</Polygon>



<ActivePeriod>




<StartTime Zone="GMT">2001-12-17T09:30:47-05:00</StartTime>




<StopTime Zone="GMT">2001-12-17T09:30:47-05:00</StopTime>




<Recurrence>Hourly</Recurrence>



</ActivePeriod>


</Zone>

</ZoneConfiguration>
</DeviceConfiguration>
8.5. Subscription 

The subscription XML as defined in ICD 0100B is included here as this is the method by which the logical connection between the sensor DC/PLC and other AT/FP servers (ACs) is established. (See ICD 0100B)

<?xml version="1.0" encoding="UTF-8"?>
<!--Sample XML file generated by XMLSpy v2005 rel. 3 U (http://www.altova.com)-->
<SubscriptionConfiguration xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="I:\Projects\Seiwg-II\Developing-CDRL-003-AND-004\SCHEMA-WORK-AREA\BASIC-SCHEMAS\SubscriptionConfiguration.XSD" MessageCategory="Report" Status="OK" ErrorSeverity="Critical" RequestId="String" Details="String">

<DeviceIdentification>


<Mode>Exercise</Mode>


<DeviceName>String</DeviceName>


<DeviceCategory>Access Control Device</DeviceCategory>


<DeviceType>String</DeviceType>


<OEM>String</OEM>


<Model>String</Model>


<SerialNumber>String</SerialNumber>


<Base>String</Base>


<Sector>String</Sector>


<SoftwareVersion>String</SoftwareVersion>


<HostName>String</HostName>


<IPAddress>String</IPAddress>


<Port>1</Port>

</DeviceIdentification>

<RequestorIdentification>


<Mode>Exercise</Mode>


<DeviceName>String</DeviceName>


<DeviceCategory>Access Control Device</DeviceCategory>


<DeviceType>String</DeviceType>


<OEM>String</OEM>


<Model>String</Model>


<SerialNumber>String</SerialNumber>


<Base>String</Base>


<Sector>String</Sector>


<SoftwareVersion>String</SoftwareVersion>


<HostName>String</HostName>


<IPAddress>String</IPAddress>


<Port>1</Port>

</RequestorIdentification>

<SubscriptionOption Selected="true">DeviceConfiguration</SubscriptionOption>
</SubscriptionConfiguration>
8.6. Device Detection 

The device Detection report capability of the ICD-0100B is carried forward to LineOfSensors ICD-001.  The sensor sub-category, expanded location information and the sensor sensitivity model all provide for the rapid use of these penetration reports by: 

a. CCDE using GPS or other location data items to display penetration 

b. Mobile Responders using building or landmark data to ascertain location 

c. Other sensors to be directed to the penetration area in order to capture image or other situational defining data

<?xml version="1.0" encoding="UTF-8"?>

<!--Sample XML file generated by XMLSPY v5 rel. 2 U (http://www.xmlspy.com)-->
<DeviceDetectionReport xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation=" ExtendedCommandMessage.XSD">

<SecurityClassification>Unclassified</SecurityClassification>

<Mode>Exercise</Mode>

<DeviceDetectionRecord>


<DeviceIdentification>



<Mode>Exercise</Mode>



<DeviceName>String</DeviceName>



<DeviceCategory>Access Control Device</DeviceCategory>



<SensorCategory> Balanced Magnetic Switch </SensorCategory>



<SubSensorSegmentID>




<SegmentDesignationID>String</SegmentDesignationID>




<SensorSegmentTypeName>PointSensor</SensorSegmentTypeName>




<LinearRunDistanceMeters>2</LinearRunDistanceMeters>



</SubSensorSegmentID>



<DeviceType>String</DeviceType>



<OEM>String</OEM>



<Model>String</Model>



<SerialNumber>String</SerialNumber>



<Base>String</Base>



<Sector>String</Sector>



<SoftwareVersion>String</SoftwareVersion>



<HostName>String</HostName>



<IPAddress>String</IPAddress>



<Port>1</Port>


</DeviceIdentification>


<Detection Acknowledged="1" Assessed="1" Secured="1">



<ID>String</ID>



<EventTime Zone="GMT">2001-12-17T09:30:47-05:00</EventTime>



<DetectionEvent>Access Denied</DetectionEvent>



<Affiliation>Hostile</Affiliation>



<Details>String</Details>



<MediaURL>String</MediaURL>



<EventAssessment>




<Assessment SubType="Aircraft">Attack</Assessment>




<Annotation>String</Annotation>




<UpdateTime Zone="GMT">2001-12-17T09:30:47-05:00</UpdateTime>



</EventAssessment>



<UpdateTime Zone="GMT">2001-12-17T09:30:47-05:00</UpdateTime>


</Detection>


<Target>



<ID>String</ID>



<TargetLocation>




<LocationType>





<GeodeticLocation Datum="WGS84">






<Latitude Units="Decimal Degrees">90.0</Latitude>






<Longitude Units="Decimal Degrees">-180.0</Longitude>






<Altitude Units="Meters" MinimumValue=" 999" MaximumValue=" 999" Reference="AGL"> 999</Altitude>





</GeodeticLocation>





<EllipseUncertainty>






<MajorAxisLength_XY Units="Meters" MinimumValue=" 999" MaximumValue=" 999"> 999</MajorAxisLength_XY>






<MinorAxisLength_XY Units="Meters" MinimumValue=" 999" MaximumValue=" 999"> 999</MinorAxisLength_XY>






<MajorAxisAzimuth_XY Units="Degrees" MinimumValue=" 999" MaximumValue=" 999">6400.0</MajorAxisAzimuth_XY>





</EllipseUncertainty>




</LocationType>



</TargetLocation>



<Affiliation>Hostile</Affiliation>



<Classification>Access Denied</Classification>



<Confidence>High</Confidence>



<Heading Units="Degrees" MinimumValue=" 999" MaximumValue=" 999">6400.0</Heading>



<Speed Units="MetersPerSecond" MinimumValue=" 999" MaximumValue=" 999"> 999</Speed>



<Description>String</Description>



<MediaURL>String</MediaURL>



<EventAssessment>




<Assessment SubType="Aircraft">Attack</Assessment>




<Annotation>String</Annotation>




<UpdateTime Zone="GMT">2001-12-17T09:30:47-05:00</UpdateTime>



</EventAssessment>



<UpdateTime Zone="GMT">2001-12-17T09:30:47-05:00</UpdateTime>


</Target>


<EventAssessment>



<Assessment SubType="Aircraft">Attack</Assessment>



<Annotation>String</Annotation>



<UpdateTime Zone="GMT">2001-12-17T09:30:47-05:00</UpdateTime>


</EventAssessment>


<SensorSensitivitySettings>



<Name>String</Name>



<StandardSetting>String</StandardSetting>



<WarningSetting>String</WarningSetting>



<SevereSetting>String</SevereSetting>



<CriticalSetting>String</CriticalSetting>



<MaximumValue>String</MaximumValue>



<CurrentValue>String</CurrentValue>



<WarningFalseEvents>Minimal</WarningFalseEvents>



<SevereFalseEvents>Minimal</SevereFalseEvents>



<CriticalFalseEvents>Minimal</CriticalFalseEvents>


</SensorSensitivitySettings>


<MediaURL>String</MediaURL>

</DeviceDetectionRecord>
</DeviceDetectionReport>
9. Glossary 

	Context
	Term
	Expansion of term
	Description

	DDS
	Content based subscription 
	A subscriber defines not only the meta data 'Topic" but may also specify the category of values that will trigger delivery of the item. 
	This is a concept gaining support within DDS user community. The DDS ContentFilteredTopic supports creating content-based subscription.

	DDS
	Entity 
	An Entity in DDS refers to a basic architectural element that is to be used by developers. 


	The primary DDS entities are: Publishers, Subscribers, Data Writers, Data Readers, Domain Participants and Topics.

	DDS


	DCPS


	Data-Centric Publish-Subscribe


	A mandatory DDS level that is targeted towards the efficient delivery of the proper information to the proper recipients.  See DLRL

This is the DDS specification for all the logical services of Publish-Subscribe. 

	DDS
	DDS Domain 
	All publishers, all subscribers and the Global Data Space are one DDS domain. All Topic names must be unique within one domain.  
	Broadly speaking, a domain represents the set of applications that are communicating with each other. This concept is defined more precisely in the DDS specification Overall Conceptual Model and Domain Participant Class. 

	DDS
	DLRL
	Data Local Reconstruction Layer
	Maps DDS data objects to whatever object model is being used by the particular application. An optional DDS level, which allows for a simpler integration of the Service into the application layer. 

	DDS
	Future DDS Protocol 
	A new specification being developed by OMG to provide a standard wire-level service (over IP as an example). 
	This is under development. 

	DDS
	Global Data Space 
	DDS virtual data model defining all "publish" data as a single model available to all "subscribers". Each DDS domain has one Global Data Space. 
	A key concept in the Data-Centric Publish-Subscribe (DCPS) of DDS, this is the Data Model that describes the metadata structure.  Each data structure of the data-model is identified by a "Topic" meta data name and a "Type" which is structural information of the data item.

	DDS
	PIM 
	Platform Independent Model
	The specification model of DDS independent of implementation specifics. See PSM. 

	DDS
	PSM 
	Platform Specific Model
	DDS is defined as a Platform Independent Model (PIM). The implementation is an instance of the PIM for a specific platform. The mapping of PIM to this implantation is accomplished by creating a Platform Specific Model (PSM) which must follow PIM to PSM mapping rules as defined in the DDS specification. 

	DDS
	Publish-Subscribe 
	Name used within the DDS Standard specification to refer to the overall infrastructure supporting many-to-many communication by allowing some to publish data and others to subscribe to data to be delivered over the network.  


	PUB/Sub and Publish and Subscribe are two additional ways of referring to the same concept. 

	DDS
	Topic 
	A Topic in DDS is the means by which data suppliers are paired with consumers. A Topic is comprised of a Topic name and a Topic type. The type is defined by the actual structure of data that is to be communicated. 


	Multiple instances require a key. The key is one of the data objects of the type that identifies the instance of the data value. 

	DDS
	Wire-Protocol 
	Within the Publish-Subscribe DDS specification the actual sending and receiving of published or subscribed-to data requires use of the network. The network also must be used for discovery and coordination between publishers and subscribers. Additionally persistent data object storage may require Network Accessible Storage (NAS) as DC, AC or PLCs may not have this capability. Publish-Subscribe requires that message delivery is guaranteed to occur once and only once. All these requirements are to be met by a protocol called the "Wire-Protocol" in order to differentiate it from the specification for the DLRL and DCPS. 
	This standard does not yet exists, although the high level requirements for such a protocol are defined within the DDS specification [13]

	DoD
	MDR
	Metadata Registry - the DoD web site for coordination of data centric concepts such as metadata. 


	"The Metadata Registry and Clearinghouse's primary objective is to provide software developers access to data technologies to support DoD mission applications. Through the Metadata Registry and Clearinghouse, software developers can access registered XML data and metadata components, COE database segments, and reference data tables and related meta-data information such as Country Code and US State Code. These data technologies increase the DoD's core capabilities by integrating common data, packaging database servers, implementing transformation media and using Enterprise data services built from "plug-and-play" components and data access components."

                             From home page of MDR

http://diides.ncr.disa.mil/
mdregHomePage/mdregHome.portal


	Geobase
	Geospatial database. 
	Broad set of existing and emerging standards that define digital transparencies (overlays or layers) that may be justified (consistent relative to orientation, scale and position to the real physical world) to each other and thus used to create a compound display or image. The components of each layer are stored as separate data objects within the database and therefore may have extended attributes other then those attributes required to create the viewable image of that particular layer.  
	http://www.esri.com/
http://www.opengeospatial.org/
http://www.geocaddsurveys.com/GIS_Mapping_Services/
http://dodesp.er.usgs.gov/gpc/newsletters/Jan_2004_news.pdf
http://www.directionsmag.com/

http://www.gis.com/
http://www.acq.osd.mil/ie/bt/disdi-faqs.htm

http://www.military-geospatial-technology.com/article.cfm?DocID=751

https://www.technologyforums.com/geobasecompass/about_geobase.asp

http://www.esri.com/industries/defense/files/defense_esri_infrastructure.pdf


	IP
	Multicast 
	An IP form of communication were one sender sends IP packets to many receivers.
	

	IP
	Unicast 
	An IP address that identifies one and only one IP addressable unit. Most IP messaging unless otherwise noted to by Multicast is Unicast. 
	

	USNavy
	NACK-Oriented Reliable Multicast 
	A Navel Research Laboratory effort of the Protocol Engineering Advanced Networking Research Group that addresses the multicast reliability issue with software solutions. 
	http://norm.pf.itd.nrl.navy.mil/
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� The Internationalized Resource Identifier (IRI) is a superset of the Uniform Resource Identifier (URI), which expands the set of characters to refer to a resource from a subset of US-ASCII to the Universal Character Set (Unicode/ISO 10646). So basically, an IRI is the internationalized version of a Uniform Resource Identifier. It is defined by RFC 3987.


� An enterprise bus is a hardware and software facility used to move messages between units connected to the bus. 


� Composed of IPv6 capable network switches and edge routers that are capable of MPLS control over the switches.  
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